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AKTIVACNI E-MAIL S PRISTUPOVYMI UDAIJI

Dobry den,

posilame Vam uzivatelské pfFistupové udaje, kterymi se pfihlasite k portalim
sluzby Nahravani hovoru.

V portalu Sprava nahravek naleznete vse, co souvisi se samotnymi
nahravkami, zejména spravu Sifrovacich kli¢l, pozadavky na audit a samotné
nahravky hovoru.

Spravu nahravek najdete na https://nahravani.t-mobile.cz/mcr.

Vase uzivatelské jméno je: novakp999

V portalu Sprava sluzby muizete upravovat nastaveni hlasek pfed hovorem.

Spravu sluzby najdete na https://nahravani.ictp.t-mobile.cz.

VaSe uzivatelské jméno je: novakp999

m I E NN PRO SPOLECGNE ZAZITKY

Mate také opravnéni zakladat v obou portalech dalSi pristupové ucty pro
zameéstnance Vasi spolecnosti.

Hesla do obou portall Vam posleme SMSkou na kontaktni telefon, ktery mame
napsany v objednavce. Heslo je potfeba pfi prvnim pfihlaSeni zménit. Nové
heslo musi spinit vSechny tyto podminky:

. Musi byt dlouhé minimalné 8 znakd.

. Musi obsahovat velka pismena (A, B, C, ..)

. Musi obsahovat mala pismena (a, b, c, ...).

. Musi obsahovat takeé Cislice (1, 2, 3, ...).

Po prvnim pfihlaseni si portalu do Sprava nahravek vygenerujte Sifrovaci kli¢
pro zabezpec€eni nahravek hovord. Dokud neni kli¢ vygenerovany,
nahravani hovoru neprobiha!

Dal$i informace o sluzbé najdete na https://www.t-mobile.cz/podnikatele-
firmy/nahravani-hovoru.

Pfejeme Vam pékny den,

Vas T-Mobile


https://nahravani.t-mobile.cz/mcr
https://nahravani.ictp.t-mobile.cz/
https://www.t-mobile.cz/podnikatele-firmy/nahravani-hovoru

ACTIVATION EMAIL WITH ACCESS DATA

Good day,

we send you user access data with which you log in to the call recording
service portals.

In the Recordings Management portal you will find everything related to the
recordings themselves, in particular the management of encryption keys, audit
requests and the call recordings themselves.

You can find the recording management at
https://nahravani.t-mobile.cz/mcr.

Your username is: novakp999

In the Service Management portal, you can edit pre-call tone settings. You can
find the service management at https://nahravani.ictp.t-mobile.cz.

Your username is: novakp999

PRO SPOLECGNE ZAZITKY

You are also authorized to create additional access accounts for your
company's employees in both portals.

We will send you the passwords to both portals by SMS to the contact phone
number that we have written in the order. The password needs to be changed
the first time you log in. The new password must meet all of the following
conditions:

. They must be at least 8 characters long.
. Must contain capital letters (A, B, C, ..)
. Must contain lowercase letters (a, b, c, ...).

. It must also contain numbers (1, 2, 3, ...).

After logging in to the Mobile call recording portal for the first time, generate
an encryption key to secure your call recordings. Calls are not recorded until
the key is generated!

You can find more information about the service at
https://www.t-mobile.cz/podnikatele-firmy/nahravani-hovoru.

We wish you a nice day,

Your T-Mobile


https://nahravani.t-mobile.cz/mcr
https://nahravani.ictp.t-mobile.cz/

AKTIVACNI SMS S PRISTUPOVYMI HESLY

11:00

o

@ F‘@ Textova zprava @ 9

LTE* . 096 %

® % Q

11:00

Dobry den, posilame Vam jednorazova
hesla, kterymi se prihlasite ke sluzbe

Nahravani hovoru. Pro portal Sprava <‘:
nahravek je heslo PrvniHeslo a

pro portal Sprava sluzby je heslo
DruheHeslo a pri prvnim prihlaseni je
potreba je zmenit. Nezapomente take
vygenerovat sifrovaci klic, bez ktereho Q

nahravani neprobiha! Pekny den, Vas
T-Mobile

Ted'

Spravu nahravek najdete na

https://nahravani.t-mobile.cz/mcr.

VasSe uzivatelské jméno je: novakp999

?\ Heslo je v SMS: PrvniHeslo

V portalu Sprava sluzby muzete upravovat
nastaveni hlasek pred hovorem.

VaSe uzivatelské jméno je: novakp999
Heslo je v SMS: DruheHeslo

< O [

PRO SPOLECGNE ZAZITKY


https://nahravani.t-mobile.cz/mcr

ACTIVATION SMS WITH ACCESS PASSWORDS

11:00

o

DruheHeslo a pri prvnim prihlaseni je

@ F‘@ Textova zprava @ 9

LTE* . 096 %

® % Q

11:00

Dobry den, posilame Vam jednorazova
hesla, kterymi se prihlasite ke sluzbe

Nahravani hovoru. Pro portal Sprava <‘:
nahravek je heslo PrvniHeslo a

pro portal Sprava sluzby je heslo

vygenerovat sifrovaci klic, bez ktereho
nahravani neprobiha! Pekny den, Vas
T-Mobile

Ted'

potreba je zmenit. Nezapomente take Q

< O [

—
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You can find management of recordings at
https://nahravani.t-mobile.cz/mcr.

Your username is: novakp999
Password is in the SMS: PrvniHeslo

In the Service Management portal,
you can edit precall tone settings.

username is: novakp999
The password is in SMS: DruheHeslo


https://nahravani.t-mobile.cz/mcr

MOBILE COMMUNICATION
RECORDING

PRIHLASENI DO PORTALU NAHRAVEK
https://nahravani.t-mobile.cz/MCR/

I UZivatelské jménc




MOBILE COMMUNICATION
RECORDING

LOGIN TO THE RECORDING PORTAL
https://nahravani.t-mobile.cz/MCR/

I User name

» Faszword




GENERATOR KLiGU PRO WINDOWS
F.. B2 08 800« @

Mahledové menu Ufivatel PoZadavky Bezpeénost Admlnlstrace Reporty Néstroje a . Zménarole 201911 test_tmez
»

>

Klient Windows

Klient Windows 5
| e

Zde si miZete stahnout pfisludnou verzi klienta Windows.

Informace o verzi
Klient Windows - 4 celkem

g Jméno T

<>  CvRSAKeyGenerator V3.2.0_R210.zip

<> MCRP ayer_MonSubscriber.zip

13.08.2020 11:20:02

<> MCR Player_NonSubscriber_old.zip 30.06.2020 15:50:00

<>  RSAKeyGenerator V3.2.0.zip 13.02.2020 11:19:42

Po stazeni nutno obé aplikace rozbalit, nespoustéjte je v ZIP souboru:

Name Size  Packed 5ize Modified

3 L] "ECuRSAKeyGeneratDr.exe 635 392 324 685 2016-08-02..
&) atl110.dll 164 424 83928 2013-06-09..
4 mfcl10.dll 4421192 2295099 2013-06-09..
4 msverl10.dil 875472 472721 2012-11-06...

m I E EE PRO SPOLECGNE ZAZITKY 10



KEY GENERATOR FOR WINDOWS
F.. @808 & E 00 @

Dashboard User Requests Security Administration Reporting | Tools&Help | Changing role 201911 test_tmcz
> L ] 4 b

Windows Tools e

Documents

Download the version of the Windows tool you want here.

Version & Info
Windows Tools - 4 Total elements

P Name 1 Created on

2 14.05.2020 11:30:14

>  CvRSAKeyGenerator V3.2.0 R210zip

5 MCR Player_NonSubscriber zip 13.08.2020 11:20:02

> MCR Player_NonSubscriber_old zip 30.06.2020 15:50:00

>  RSAKeyGenerator V3.2.0.zip 13.08.2020 11:19:42

After downloading, both applications must be unzipped, do not run themin a ZIP file:

Name Size  Packed 5ize Modified

3 n "ECuRSAKeyGeneratDr.exe 635 392 324 685 2016-08-02..
&) atl110.dll 164 424 83928 2013-06-09..
4 mfcl10.dll 4421192 2295099 2013-06-09..
4 msverl10.dil 875472 472721 2012-11-06...

m I E EE PRO SPOLECGNE ZAZITKY



PREHRAVAC PRO WINDOWS

_rF__ =0

Nahledové menu

Klient Windows

ZQ

Uzivatel

Zde si miZete stAhnout piisluinou verzi klienta Windows.

Klient Windows - 4 celkem

@
&
P
P

<@

Jméno T
CvRSAKeyGenerator_V3.2.0_R210zip
MCR Player_NonSubscriber.zip
MCR Player_NonsSubscriber_old.zip

RSAKeyGenerator V3.2.0.zip

—

PoZadavky

Bezpetnost Administrace Reporty | Nastrojea @ Zménagole
b b napovéda ] »

Klient Windows

Dokumenty

Informace o verzi

ZIP je nutno pred pouzitim rozbalit, jinak aplikace nefunguije!

3

PRO SPOLECGNE ZAZITKY

Mame Date modified
&l atlli1o.di 9.6.2013 18:53
§- CvMCRPIayer.exe 9.3.2017 15:06
2l mfcl10.di 9.6.2013 18:53
4 msverl10.dil 5.11.2012 23:20

201811 test_tmcz

Vytvoreno dne

1405202071304
13.08.2020 11:20:02
30.06.2020 15:50:00

13.08.2020 11:19:42

Type

Application extens...
Application

Application extens...
Application extens...

»

Size

161 KB
1035KB
4 318 KB

855 KB

12



PLAYER FOR WINDOWS
7. Ba0Q & EOC < @

Dashioard User Requests Security Admlnlstratlon Reporting E Tools & Help E Changing role 201811 test_tmcz
] | - k

Windows Tools | Windows Tools |

Documents

Download the version of the Windows tool you want here.
Version & Info

Windows Tools - 2 total elements

¢ ]
> CuMCRPlayer zip 2 31.05.2023 21:13:51
> CuRSAKeyGenerator V3.20.zip 15.05.2010 22:07:08

The ZIP must be unzipped before use, otherwise the application will not work!

.

Name Date modified Type Size
4/ atl110.dll 9.6.2013 18:53 Application extens... 161 KB
3 §- CvMCRPIayer.exe 9.3.2017 15:06 Application 1035 KB
4 mfcl10.dll 9.6.20132 18:53 Application extens... 4 318 KB
4 msverl10.dil 5.11.2012 23:20 Application extens... 855 KB

m I E EE PRO SPOLECGNE ZAZITKY
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EXTREMNE DULEZITE!!!

Nejprve je nutné stahnout APLIKACI pro generovani VEREJNEHO a PRIVATNIHO KLICE a
APLIKACI pro dekédovani a prehravani zaznamdu.

Nez budete moci hovory nahravat, je nutné zadat Kli¢ do systému.

Bez zadani a ovéreni verejného klice systém nenahrava.

Po stisknuti tlaCitka SAVE ulozite postupné verejny #4 Recording-Keys Generator =

T

a soukromy kli¢. Dobre si soubory uschovejte, | onerate | | sove... | \k

bez privatniho klice nebudete schopni vytvorené [ Privats Key Passphrase
nahravky prehravat. Public

-
MIIBIDANBgkqhkiGPwBBAQEFAADCAQBAMI IBCAKCAQEALUSCH2i7bQUUTITiPweZ —
oT+2tyjHumx+q8uQynaEH1BPp2P jU62ZxMie IhZ12E7ROXHK /D jpAPHSGHZ Bdal / ‘E‘
BXROICCOADKRweRFFLuxrNe j2yoxZBUuHtbo jZCAQHMY omtCp3e72U2D2EtMjXwzh —
osRps/HHz48272272y.Je?J1.JgloF9UZHk3GiG3DFL7bsydFSEZYSKUTz+KNz5gn7 Bqo

YuCptE9qFbCFUwykzAiHF1uHESHr8gLP17xt3WiwNKxmIoHDUAMKNMBHEN/CaY8s ~

Private:

E
MIIEowIBAAKCAQEAMUSCr2i7bQUUTJTiPwiZoT+2ty jHumx+q8uQynaEH1BPp2Pj |;|
U62Z2xH4eThZ12E7ROXHE/DjpAPHSGMZ Bdal/ BXROICCOADKRwCxFFLuxrHej2yox =
ZBUuNHtbojZCAQHMYomtCp3e72U2DZtHjXwzhosRps /MHz48227y.Je?.J1.0gloF 2UZ
MKk3GiG3DFL7bsydFSEzYSKWTZz+KNz5gm7 BgoyvCptE9qFbCFUwykzAiHF1vHESHY
8gLP17xt3WiwHKxmIoHDUSAHhNHBNN/CaY8ssySon1drH23VUWuYLa7z1qEABFENS -

m I E NN PRO SPOLECGNE ZAZITKY




EXTREMELY IMPORTANT!!!

First, it is necessary to download the APP for generating PUBLIC and PRIVATE KEY

and the APP for decoding and playback of recordings.

Before you can record calls, you must enter a Key into the system.

Without entering and verifying the public key, the system does not record.

After pressing the SAVE button, you will save the public
and private key.

Keep the files well, without the private key

you will not be able to play the recordings

you have created.

m I E NN PRO SPOLECGNE ZAZITKY

J& Recording-Keys Generator @
—T

l Generate \ ‘ Save... \
[:] Private Key Passphrase
Public:

-
MIIBIDANBgkqhkiGPwBBAQEFAADCAQBAMI IBCAKCAQEALUSCH2i7bQUUTITiPweZ —
oT+2tyjHumx+q8uQynaEH1BPp2P jU62ZxMie IhZ12E7ROXHK /D jpAPHSGHZ Bdal / ‘E‘
BXROICCOADKRweRFFLuxrNe j2yoxZBUuHtbo jZCAQHMY omtCp3e72U2D2EtMjXwzh —
osRps/HHz48272272y.Je?J1.JgloF9UZHk3GiG3DFL7bsydFSEZYSKUTz+KNz5gn7 Bqo

YuCptE9qFbCFUwykzAiHF1uHESHr8gLP17xt3WiwNKxmIoHDUAMKNMBHEN/CaY8s ~

Private:

E
MIIEowIBAAKCAQEAMUSCr2i7bQUUTJTiPwiZoT+2ty jHumx+q8uQynaEH1BPp2Pj |;|
U62Z2xH4eThZ12E7ROXHE/DjpAPHSGMZ Bdal/ BXROICCOADKRwCxFFLuxrHej2yox =
ZBUuNHtbojZCAQHMYomtCp3e72U2DZtHjXwzhosRps /MHz48227y.Je?.J1.0gloF 2UZ
MKk3GiG3DFL7bsydFSEzYSKWTZz+KNz5gm7 BgoyvCptE9qFbCFUwykzAiHF1vHESHY
8gLP17xt3WiwHKxmIoHDUSAHhNHBNN/CaY8ssySon1drH23VUWuYLa7z1qEABFENS -
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VYTVORENI NOVEHO SIFROVACIHO KLICE

Bezpecnost

Spravujte své Sifrovaci klice

5 & O O

Nahledové menu UZivatel Mahravky PoZadavky | Bezpeénost

Nastroje a test753
2 naporeda b

Jméno nahravaciho kliCe smi obsahovat pouze tyto znaky:

Filtr

. 2. Zadejte unikatni nazev klige a wyberte soubor s vygenerovanym vefejnym klifem.
BezpecnOSt -3 Celkem 3. Wyherte WIE' jako typ a zadejte datum vyprieni platnosti, net kliknete na ‘Nahrat, abyste klig
ulozili na portal MCR.

¢ W stav
Altivni
MNeaktivnl

Meaktivni

Strana

Nesmi obsahovat specialni znaky ani ¢estinul

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789 -_

b

§ Nahrat Sifrovaci kii¢

1. Pokud neméte parovadi kI, stahnate si generator kligh a wivofte parovaci kiZ. Kliknéte zds pro
stazen(

1D Jméno

Jméno
10014, key 20191101 Soubor Prohledavat
10013...  test_key 20190830 Typ Wiz -
10000...  TEST key Datum kance - o8003 P
platnest

z1 Zobrazit pofet zizna Nahrat

te soubor pomod soukromeého Kice

PRO SPOLECGNE ZAZITKY

Zruit Dalil informace: viz ufivatelska prirutks Zabezpeden!

® ano O or Filer

Datum ko... Platné od
01.11.2020 14.11.2012 Ano
30.08.2020 30.08.2019 14.11.2019 Ano

16.05.2019 16.05.2018 30.08.2019 AN

1-30Cd3

VytvoFit novy Sifrovaci klic

Zde nahrajete va$ VEREINY klf

PUBLIC KEY: public.pem

ic:

16



CREATING A NEW ENCRYPTION KEY

Security

Manage your encryption key

= & dy [T

Dashboard User Recordings Requests

3

ministration Reporting Tools & Help
.

3

@

test753
4

The name of the recording key may only contain the following characters:

Filter

=
i

It must not contain special characters!

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789 -_

- A - - Upload and verify encryption key x

1. 1Fyou do not have a key pair, download the key generator to create a key pair. Click here to
download

® AnD

O OR Filter

2. Enter 3 unigue name for the key, and select the file with the generated public key.
Secu l'lt}’ -3 TOtal EIEmentS 3. Select 'Key' as type and enter an expiration date before you click "Upload' to save the key in the
MCR portal

& W status

active
inactive

inactive

Page

I Name Name ‘ don | Expiry date

10074... key 20191101 File Browse o1g 01.11.2020

10013..  test_key 20190830 Type Key - po1e 20082020

10000 TEST key Expiry date 5052093 = poig 16052019
Upload

of 1 Display number of el

PRO SPOLECGNE ZAZITKY

Cancel Further information: see user manual Security

valid frof

14.11.20

30.08.20

16.05.20

m Valid until Validated
19 yes
19 1411.201%9 yes
18 30.08.2019 yes

1-3af3

Upload new encryption key 2

Here you upload your PUBLIC key:
PUBLIC KEY: public.pem

17



SEZNAM NAHRAVANYCH TELEFONNICH CISEL

=0 24

o a@e @

/N
/

EgE H B
MNahledové menu UZivatel PoZadavky Bezpelnost Administrace Reporty Mastroje a Zména role 10 tast_tmez
napovéda » b
. oW Zakladni nastaveni

Nastaveni cisel U

Nastaveni Eisel
Spravujte sva telefonni éisa S

Mastaveni hlasek
Filtr

filtr IP adres

::',_:E Qle sloupce - adsINost Rodnota THTru - +
® ano O or Filtr
Nastaveni Cisel - 8 celkem

& W Telefonni éislo T Jméno Stranka Hlaska MCR Obdobiu... Posledni z... Blacklist Whitelist
< Ml 420123123123 eximpotest expimptest [wychozi] Aktivni 5 roky 15102019 | Blacklist | | Whitelist |
& m 420123456789 #144 expimptest Meaktivni 28.08.2019
¢ Ml azo0803208720 AVrabec TEST DEVORS [vjchozi] Aktivni 5 roky 11062019 | Blacklist | [ whitelist |
¢ (I 420603208226 420603208226 TEST DEVOPS Bank Ansage Aktivni 5 roky 25022019 | Blacklist | [ Whitelist |
¢ Ml 4zo707071887 HPQC140-test2 expimptest [vjchozi] Altivni 5 roky 01.08.2019 | Blackist | [ whitelist |
¢ 420721206200 Sarah Rose TEST DEVOPS [vjchozi] Aktivni 5 roky 04022019 | Blacklist | [ Whitelist |
< Ml 420731277203 420731277203 TEST DEVOPS Standardansage Aktivi 5 roky 21062018 | Blacklist | [ whitelist |
< QI 420739483582 test Honza TEST DEVOPS Neaktivni 30.05.2019
n I EEm PRO SPOLECNE ZAZITKY
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LIST OF RECORDED PHONE NUMBERS
F.. B &8 0 Q& E @O O K

Dashboard User Requests Security * Administration ' Reporting Tools & Help Changing role 10 test_tmez
] | I k 3 3

Connection settings S

Manage your connection settings. =,

Filter
|P address filter
Filter by celumn hd Attribute hd Filter value — F
® o Oor Filter

& ﬂ Telephone number 1 MName Site Announcement Status Retentio... Last modifi...  Black list White list
& Ml 420123123123 eximpotest expimptest [default] active 5 years 15.10.2019 | Black list | | White list |
& [ﬂﬂ 420123456789 #144 expimptest inactive 28.08.201¢9

¢ [ 420803208720 AVrabec TEST DEVORS [default] active 5 years 11062012 |[Blacklist| | white list]
¢ W 40603208226 420603208226 TEST DEVOPS Bank Ansage active 5 years 25.02.2019 [Blacklist| [ white list |
< [ 4zo0707071987 HPQC140-test2 expimptest [default] active 5 years 01.082019  |[Blacklist|  |white list
¢ [ 420731208201 Sarah Rose TEST DEVOPS [default] active 5 years 04022019 |[Blacklist|  |white list]
& W 420731277203 420731277203 TEST DEVOPS Standardansage active 5 years 21.06.2018 | Black list | | White list |
¢ W 420730463582 test Honza TEST DEVOPS inactive 30.05.2019
LI: EE PRO SPOLECNE ZAZITKY



NASTAVENI ROLI A PRAV

28

[

N % HOOOKN @

Nahledové menu Uzivatel PoZadavky Bezpednost Administrace Reporty Nastroje a Zména role 10 test_tmcz
3 » napweda ] » »
Uzivatel / \
Spravujte své uZivatele.
Filtr
- e oodle N - 3 - Hodn —_— +
®@ap Oor Filtr

UzZivatel - 36 celkem

PRSI S
e 8 8

=)

Strana 1 z2 >

n I C PRO SPOLECGNE ZAZITKY

zit podet z4znamd na stranu

AD .

Tomas

M

Marcel

e v
I 1-250d 36

Vytvofit nového uZivatele

Staci kliknout na ikonu tuzky
20




SETTING ROLES AND RIGHTS

7. SBE0S &8 0O « @

Dashboard User Requests Security Administration Reporting Tools & Help Changing role 10 test_tmez

User A

Manage your users

| ] ¥ L} F ¥

Filter
- - — +
® e Qor Filter

User - 36 Total elements

& Ml username 1 Last Name First Name E-Mail D MA AU
Fal

O U AD
"'t Tomas
red M
?‘A: Marce

% . W

Fage 1 of 2 > o &glay number of elements per page P S 250f36

Create new wser

n I C PRO SPOLECGNE ZAZITKY

Just click on the pencil icon

21



NASTAVENI ROLI A PRAV

o) Vlastnosti uZivatele. i
n I [
/obrazi se toto wsume

uziv|  vyskakovaci okno
Spravul
Filtr o

Heslo

O or Filer

UzZivatel - 36 celkem

SURVTRVERSERVE
=

Opakavat

Il uvzivatelské jméno T Preferovany jazyk Czech -

Role
(v Administrator
() Manazer
Strana z2 > »
() Auditor
Zrusit UloZit

PRO SPOLECGNE ZAZITKY

1-250d 36

Vytvofit nového uZivatele

22



SETTING ROLES AND RIGHTS

|E1_= sll User properties
[ ] I [ ]
First Name
This popup will appear
User Last Name
Manags
Uzername
Filter
E-Mai
Password
User - 36 Total elements Repeat
¢ W username 1 Preferred language Czech
e U
g W Role
= I
’ v Administrator
A strato
o o pame
o (O Manager
Page 1 of 2 > 2
(O Auditor
n I EE N PRO SPOLECNE ZAZITKY Cancel

Save

@

Lest_tmce

b

O or

Filter

L

Create new wser

iy

g

h
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VYTVORENI POZADAVKU
=o| &8 ] Q {:‘3} % @

Frenled Spravs uZivateld Nahravky PoZadavky Bezpelnost Administrace Reporty Nastroje a deutschian-AD1
» » nipovéda » »

Nahravky

Filtr

Vytvofit poZzadavek

Datum zadstku | 01.01.2019 B8 00:00:00 Datum B Caskonce 14:09:22
ukonZent
e Jméno
:»!awro‘.une Volany/Volajict Smér v | Typ -
tislo
omentare
Tag Anotace Datum . i Datum dd.dd.rrrr ] Komentare
expirace od expirace do
Resetovat
Nahravky - 10 celkem Auditor -
0 Nahravané ¢islo Smér Volany/Volajici Trvani hovoru Typ Vio¥it datum | Casové pés..  Datum konce platnosti ~ Anotace
e, < 420603211004 00:00:03 Hlas  08.02201915:5853  CentralEur..  08.02.2024 15:58:53 Datum “once 10.05.2023
platnosti
0 < 420603211004 00: 08.02.2019 15:58:37 Central Eur... 08.02.2024 15:58:37
O > 603211004 Qo: 08.02201915:58:15 | Central Eur.. = 08022024 15:58:15 T Ulosit
O > 603211004 00: 08.02.2019 Central Eur... 08.02.2024 14:35:38
Strana 1 z1 Pocet zaznamd na strance 25 - 1-100d 10
Vytvofte novy poZadavek na smaz... Vytvofit novy poZadavek Stahnout metadata Prodlouzeni doby ulozeni nahravek
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REATING A NEW REQUEST

=o| I8 ]

HEpgE E BN
Dashboard Administration o”§ Recordings Requests Security Administration Reporting Tools & Help deutschjan-AD1

users | 1 4 >
Recordings
Filter

Create New Download Request
Start date 01.01.2019 % Start time 00:00:00 End date 02.02.2019 E] End time 17:11:31
Original Target Direction [all] ¥ | Type [all] -
Tz Annotation ztah explry dd.mmyyyy B dd.mmyyy B Comments
ate

Auditor

0 Direction Original Target Recording Dur...  Type Entrydate | Time zone Expiry date
> 42001931739462122 Q0 14.01.2019 15:57:03 Central Eur... 14.01.2024 15:57:03 EXDII—}" date 16.05.2023
14.01.2019 13:54:14 Central Eur... 14.01.20241

14.01.2019 13:48:32

Central Eur... 14.01.2024 13:48:

S QTG
AN AN

420731277203 420724332328 00:00:16 Central Eur... 14.01.20241
Page 1 of 1 Number of elements per page 25 N
Create a new deletion request Create New Download Request Download metadata Prolongation storage period

als = = PRO SPOLEGNE ZAZITKY 26
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'SCHVALEN{POZADAVKU NA AUDIT /

APPROVAL OF REQUEST FOR AUDIT

' ; ‘/ | 3
’ A
\\

)
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VYHLEDANI A SCHVALENI POZADAVKU

Detaily pro pozadavek MetadataDownload (ID 1002042)

HEgNE B B ED J&L l— Q @ Detail poZadavku vky

Stav Dokongeny

Pfehled Sprava uZivateld Nahravky Pozadavky Bezpecénost Administrace

»

Zadatel deutsch_ad

Pozadavky

Komentére autora

Filtr

Fe o schvélenf

Filtrujte podle sloupce hd

- + anebo

Pozadavky - 120 celkem

& 1 Tup St Vytvofil Auditor Jménao Komentare Daturn konce platnosti 17.03.2023

Q deutsch_ad MetadataD... Daturn dokongent 17.03.2023

Q vivray; pars v lva o v ra=ia TRonIceny deutsch_ad MetadataD...

Q 002022 Z&dost o stazen| deutsch_ad MetadataD...

Q 1001519 7&dost o staZenf propadly (n..  AVrabec AuVrabec sddfsdafds sdfsdfsds o

Q 1001469 Z&dost o stazen| RoAdmin Ad_WiTo Herr Micha... Hallo 18.11.2019 35 18.12.2419

Q 1001468 7&dost o staZenf RoAdmin MetadataD... 18.11.2019 35 18.14.2019

Q 1001467 | Zadost o staZeni Ad_WiTo RoAdmin Herr Michael ~ Hallo 18.11.2018 35 122019

O\ 1001466 74&dost o staZenf RoAdmin Ad_WiTo Herr Benz Hallo 18.11.2019 35 18.12.2019 .
z5 > » Potet zaznaml na strance 25 v 1-250d120

s = = PRO SPOLECGNE ZAZITKY



FINDING AND APPROVING THE REQUEST

=0] 8

O & E

Details for Request MetadataDownload (ID 1002155) x

Dashboard Administration of Recordings Requests Security Administration Reporting f .
Status completed
users »
Applicant deutsch_ad
Requests
N Author comments
Filter
- - Filter value = + Co

Requests - 121 total elements

¢ 0

Type Status Creator/ A...

o
It}
s
Il
&l
=
5
o

=}
i)
S
~
o
a
=
W
i,

1001468

1001467

PLOOLOLOLOLOLO

Page

i)
IS

'
i
a
=)
W
=%

Download request  completed d

Download request ~ completed deutsch_ad

D

vnload request

Download request

Download request

Download request ~ expired (ap... Ad WiTo

Auditor

AuVrabec

Ad_WiTo

RoAdmin

Number of elements per page

Name Comments

MetadataD...

MetadataD...

VetadataD..

MetadataD...

sddfsdafds

Herr Micha... Hallo

VetadataD..

Herr Michael Hallo
25 v

PRO SPOLECGNE ZAZITKY

Comments on approval

Expiry date 11.04.2023

Completion date 11.042023

Cancel

25.11.2019 35 29.12.2018
18.11.2019 35 18.12.2019
18.11.2019 35 18.11.2019
18.11.2019 35 18.12.2019
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PRACE AUDITORA

Nahravky

=0

Prehled

Filtr

Datum zadatku | 01.01.2019 B3

Nahrdvané
tislo

Cas zatétku

Volany/Vaolajici

Anotace

00:00:00 Datum
ukongeni

Smér

Datum
expirace od

10.02.2019

O Q & B @ @

Reporty Nastroje a deutschjan-AD1

PoZadavky Bezpednost Administrace ]
> » napovéda p »

Pro stazeni informaci o nahravkach ve formatu
CSV, kliknéte na Stahnout metadata v zalozce
Nahravky

Ie
i)
(e
Io
=]
o]
(R}
o
I

|
o
S

Strana 1 z1

Vytvofte novy poZadavek na smaz...

-

Smér Volany/Volajici

< 420603211004
< 420603211004
> 603211004
> 603211004

Pocet ziznamU na strénce

PRO SPOLECGNE ZAZITKY

RESELOVAL ! FIr

Trvani hovoru Typ Vlozit datum 1 Caso Datum konce platnosti  Anotace
00:00:03 Hlas 08.02.2019 15:58:53 Cent 08.02.2024 15:58:53 =
00:00:0 Hlas 08.02.2019 15:58:37 Cent 08.02.2024 15:58:37
Hlas 08.02.2019 15:58:15 Cent 08.02.2024 15:58:15
Hlas 08.02.2019 14:35:38 02.2024 14:35:38 -
25 - 1-100d 10

Vytvofit novy pozadavek Stahnout metadata Prodlouzeni doby uloZeni nahravek
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THE WORK OF AN AUDITOR

iI: - - ED@Ql—Q@%CD @

Dashboard Administration of Recordings Reguests Security Administration Reporting Tools & Help deutschjan-AD1
users ‘ » 3 b »
Recordings
Filter
To download information about recordings in
Start date 01.01.201¢9 E Start time 00:00:00 End date . .
CSV format, click Download Metadata in the
Registered Original Target Diraction [all] :
participant - s ReCOI’dIngS tab
Tag Annotation Start expiry ddmmyyy B
date
Reoet Filter
Recordings - 5 total elements
0 Registered participant Direction Original Target Recording Dur...  Type Entry date | Time Expiry date Annotation
0 420731277203 > 420D01931739462122  00:00:05 Voice 14.01.201915:57:03 Centr] 14.01.2024 15:57:03 =
0 420731277203 < 420724332328 00:00:03 Voice 14.01.2019 13:54:14 Centr] 14.01.2024 13:54:14
0 420731277203 4 420724332328 00:00112 Voice 14.01.2019 13:48:32 Centr] 14.01.2024 13:48:32
0 420731277203 < 420724332328 00:00:16 Voice 14.01.2019 13475 Centr] 14.01.2024 13:47:5
Page 1 of 1 Number of elements per page 25 hd 1-50f5
Create a new deletion request Create New Download Request Download metadata Prolongation storage period

n I EEE PRO SPOLECNE ZAZITKY 32



STAZENI NAHRAVEK
V ZAVISLOSTI NA POCTU NAHRAVEK MUZE PRiPRAVA TRVAT MINUTY

Detaily pro poZadavek TTTTT (ID 1131833) x - 5
Poskytnuti nahravek x
Detail pofadavku  [ENELYENY Aznamy jsou nyni plipraveny ke staZeni.
Datumzaditku = 07.062023 [ | Caszaétku | 14:00:00 D;‘W[” ) 07062023 [ Caskonce 15:25:40 b od 6 Editované nahravky
ukonceni
rjalhré\.fané volangrvolajici Smér [vEechno] v | Typ [vEechnol v
cislo
_1.zip Stahnout
Resetovat Filtr

Nahrévky - 6 celkem Poskytnuti zaznamu x

Aznamy jsou myni plné k dispozici ke staZeni.

od 6 upravené zaznamy

Stahnout

'™ 420603804486 > 420736477534 00:00:33 Hlas 07.06.2023 14:20:43 Central E

7 2040 14:20:42

08.06.2040 14:05)

™ 420603804486 > 420803474026 00:00:32 Hlas 07.06.2023 14:05:43 Central
L4 >
Zrusit Dokondit Stahnout ZIP Stazeni C5V
EjjE B H PRO SPOLECNE ZAZITKY
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DOWNLOAD RECORDINGS

DEPENDING ON THE NUMBER OF RECORDINGS, PREPARATION MAY TAKE MINUTES

Details for Request TTTTT (ID 1131833)

Request detail Recordings

Start date 07.06.2023 fl Start time 14:00:00 End date 07.06.2023 fl End time 15:25:40
Registered Original Target Direction [all] v | Type [all] v
participant

Reset Filter

Recordings - 6 total elements

~
420603804486 > 420604259582 00:00:33 Voi.. 07.06.2023 15:20:47 Central Eur... 07.07.2028 15:20:43

‘ [V 4208038044846 ) 420736540293 Voi 07.06.2023 15:05:46 Central Eur. 07.07.2028 15:059
' ¥ 420603804436 > 420603246415 -00: Vol... 07.06.2023 14:50:46 Central Eur...

@ aoscsorss ST J 000032 Vo 07062003143543 Cenralfur. 037

@ sceossossss > worssaisn 0003 o 0706205142063 ConvalEy”  Aood0 o

[V 420803804486 > 420603474028 00:00:32 Voi.. 07.06.2023 14:05:43 Central N 08.06.2040 14:05°
< >
Cancel Complete Download ZIP Download CSV
EjE B ® PRO SPOLECNE ZAZITKY

Provision of recordings x

he recordings are now fully available for download.

6 of & edited recordings

_1.zip Download

Provision of records

of 6 edited records

LCEY

he records are now fully available for download.

Download

34



OKNO PREHRAVACE - NACTENI SOUBORU / VLOZENI KLICE

/D

@ MCR Player v4.04.25 & O X
Cesta k nahravkam: I Soubor | |2
Privatni ki I Iﬁ' &
KliE Typ Datum,Cas Caso... Datumwvyprs... Délk.. Cilo dfasinka  Origindlni Zo...  Origindlni Za...  Pfipojené dslo  Pfichozif0...  Omameni Prehrat |
20230607 .. 2028-06-07 ... 420603804486 | 420604259582 4206042500 | 00 |ouT  |ne | Obsah MMS.__
Dusa... Voice 20230607 .. Cent... 2028-06-07... 00:33 420603804486 420736540293 42073659%uxx ouT ne
Dusa... Voice 2023-06-07 ... Cent... 2028-06-07... O0D0:32 4206038044586 420603246416 420603 249%xxx ouT ne Export...
Dusa... Woice 2023-06-07 ... Cent.. 2028-06-07... 00:32 420603804486 420603359756 4206038 5xxxx ouT ne Expart CSV
Dusa... Woice 2023-06-07 ... Cent.. 2028-06-07... O0D0:33 420603804486 420736477534 42073647 0xxx ouT ne
Dusa... Woice 20230807 ... Cent.. 2028-06-07.. O00:32 420603804986 420003474026 42000347 xxxx ouT ne
Vlastnost
Czech W
- B Zavfit

PRO SPOLECGNE ZAZITKY
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PLAYER WINDOW - LOAD FILE / INSERT KEY

@ MCR Player v4.04.25 & O
Recordings Path: F:Wsers\deutsmt\pownloads\,l TTT_1.zip File &
Private Key: F:\._Dnmments‘l,T—Mnbile‘l,T—Prudukty\._Nahréuénﬁ_l{eys\,TMCZ_testuU18—08—30\Dusan_test_201801[]4 - private.pem Iﬁ'
Key Type Date/Time Time... Expiry Date Dura... Subscriber M... Original Displ... Original Rest... Linked MSISDM  InfOut Call  Announ... | Play
20230607 .. 2028-06-07 ... 420603804486 | 420604259582 |4206042500x | 0 |ouT  |no | MMS Content. .
Dusa... Voice 20230607 .. Cent.. 2028-06-07 ... 0033 420603804488 420738540293 420730590 ouT no
Dusa... Voice 20230607 ... Cent... 2025-06-07... 0032 420003304480 420003246410 420603249%xxxK ouT no Export...
Dusa... Voice 20230607 ... Cent... 2025-06-07... 00:32 420603804486 420003859750 4206033 5xxxx ouT no Expart CSV
Dusa... Voice 2023-06-07 ... Cent... 2025-06-07... 00:33 420603804486 420736477534 4207304 7xxxx ouT no
Dusa.., Voice 20230807 ,.. Cent... 2025-06-07... 0032 420003804486 420003474020 42060347 xxxx ouT no
Properties
English
.' u I Close

PRO SPOLECGNE ZAZITKY
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VYBER NAHRAVEK K PRODLOUZENI

® Vyberte pfesné datum expirace 20.06.2023
; | l ALt Q [E Q {:CE} I%J @ s
alm = = —
Pfehled Sprava Nahravky PoZadavky Bezpecnost Administrace Reporty Mastrojea
uZivateld napovéda
Nahravky A
prodlouZit datum vypr3eni platnosti
Filtr
Datum zadatku | 19.06.2023 [ Cas zaf 00:00:00 Batum 19.062023 [ g O Vyberte pfesné datum expirace
ukonéeni
Mahravans — - [vEechno] - ® prodiuzte expiraci o pofet mésicd
Eislo :
batum dd.dd.rrrr i Datum dd.dd.rrrr i
expirace od expirace do

Resetovat Filtr

Po vybéru nahravek, jejichz dobu ulozeni chceme prodlouzit,
e stiskneme ,Filtr a pak ,Prodlouzeni doby ulozeni nahravek®

Zvolte zda prodlouzit k datu expirace nebo
4a0s0as04sze prodlouzit o pozadovany po¢et mésic. e R

19.06.2028 08:35:48

A20603804486 4050 Central Eur_ 19.06.2028 08:20:50
420603804486 > 420736540278 00:00:33 Hlas 19.06.20 \ Central Eur_.. 19.06.2028 08:05:45
420603804486 > 420731409033 00:00:32 Hlas 19.06.2023 O Central Eur... 19.06.2028 07:50:45
420603804485 > 420732372100 00:00:33 Hla= 19.06.2023 07:35 entral Eur... 19.06.2028 07:35:51
420603804486 > 420603870566 00:00:33 Hlas 19.06.2023 07:20:50 19.06.2028 07:20:50
A206038044856 > 420604259653 00:00:32 Hlas 19.06.2023 07:05:41 19.06.2028 07:05:41
420603804486 > 420605218934 00:00:33 Hlas 19.06.2023 06:50:41 19.06.2028 06:50:41
Strana | 1 z2 > o Pocet zdznami na strance 25 - 1-25od, 38
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SELECTION OF RECORDINGS FOR PROLO

$Q

Joa & 8 @

extend expiry date

® select exact expiration date 20062023

O Extend expiry date by number of months

Dashboard Administration Recordings Requests Security Administration Reporting ,  Tools &Help e To verify
of users
...................
Recordings _/ \_
extend expiry date x
Filter
Start date 10062023 [ Start tir| 00:00:00 End date 10062023 ) | end O Select exact expiration date
Regi.st.ered Original Direction [all] ~ | ol @ Extend expiry date by number of months | Sl - ‘
participant
Start expiry dd i End expiry ddmmyyy [
date date Cancel To verify

Recordings - 32 total

After selecting the recordings whose storage time we want to
extend, press "Filter" and then "Extend the storage time of

recordings"

Reset Filter

420603804486 . ' entral Eur_.. 19.06.2028 08:05:46
Choose whether to extend by the expiration date or extend by
A20603804486 ) Central Eur... 19.06.2028 07:50:486
sosossoasss the required number of months.
420603804486 > 420603870566 00:00:33 WVoice 9.06.2023 Central Eur... 19.06.2028 07:20:50
420603804486 > 420604250653 00:00:32 Woice 19.06.2023 07 Central Eur_.. 19.06.2028 07:05:41
A20603804486 > A206052185934 00:00:33 ‘Voice 19.06.2023 06:50:4 tral Eur. 19.06.2028 06:50:41
420603804486 > 420739797716 00:00:32 oice 19.06.2023 D6:35:45 19.06.2028 D6:35:45
420603804486 > 420731409077 00:00:32 WVoice 19.06.2023 06:20:45 19.06.2028 06:20:45
Page of 2 > » Number of elements per page 25 - -25q 39

Create New Download Reguest Download metadata

Prolongation storage period



POTVRZENI PRODLOUZENI DOBY ULOZENi NAHRAVEK

potvrdit prodlouzeni

prodlouZit datum vypr3eni platnosti

56 Doba uloZeni nahrévek bude prodlouZena o: 5 Mésice:
® Viyberte pfesné datum expirace 20082023

56 Doba uloZeni nahravek bude prodlouZena, jak Je poZadovano.

O prodiuzte expiraci o podet mésicd

Tip: Obnoveni zmén u jednotlivjch zdznami je moZné v reportu Prodlouzen’ doby uloZeni.

Zpét Provézt

prodlouZit datum vypr3eni platnosti

potvrdit prodlouzeni

O yberte pFesné datum expirace

56 Doba uloZeni nahravek bude prodlouZena na: 20.06.2028:

® prodiuzte expiraci o podet mésicd

18 Doba uloZeni nahravek bude prodlouzena, jak je poZadovano.

Zrusit . ) . -
38 Nahravky, kde se expirace nahrévky bude zkracovat nebo nebude ménit (budou
preskoceny).

Tip: Obnaoveni zmén u jednotlivich z3znamd je moZné v reportu ProdlouZeni doby uloZeni.

Zpét Provézt

Success

o Expiry date successfully extended: 38 records changed
‘ou can wview the details in the renswal report

el B = PRO SPOLECGNE ZAZITKY oK
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CONFIRM EXTENSION OF RETEINTION PERIOD

extend expiry date confirm extension

(@ select exact expiration date 20.06.2023
P ° e i 38 Expiry date of the Recordings will be extended to: 20.06.2023:

O Extend expiry date by number of months

38 Recordings where the expiry date would be reduced or unchanged {will be skipped).

Cancel To verify
Return Carry out

extend expiry date x

confirm extension
O select exact expiration date

4

@ Extend expiry date by number of months | 5| 38 Expiry date of the Recordings will be extended by: 5 months:

38 Expiry date of the Recordings will be extended as indicated.
Cancel To verify

Hint: Restoring the changes for individual recordings is possible in the Storage time
extension report.

Return Carry out

Success

o Expiry date successfully extended: 38 records changed

‘ou can wview the details in the renswal report

E EE PRO SPOLECGNE ZAZITKY
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LOUZENi DOBY ZPET/

EXTENSION PERIOD BACK




VRACENI PRODLOUZENI DOBY ZPET

O Q &

[ I " EE — & I_%] @
Pfehlaed Sprava Mahraviky PoZadavky Bezpefnost Administrace Reporty ] Mastrojea Deutsch ad ),
uZivateld | napovéda
v - . Zaznamy o auditu
Report o prodlouzeni data expirace
Wyhledani telefonniho &isla
Filtr Protokol pistupu k Sifrovacim kligdm
. ] Sprava o £ase volani
Datum zacatku | dd.dd.rerr fl Cas zacatku HH S5 DE P ce HH 55
v Top 25 nahrdvanych gisel
rv\'alh révane Volany/volajici sm Pofet volani [vEechno] -
gislo
Primérna doba na Uastnika
Datum dd i Datum dd.dd rere i
expirace od expirace do Report o prodliouze
Resetovat Filtr

Report o prodlouZeni data expirace - 335 celkem

ProdlouZeni 20.11.2028 00:05:44
ProdlouZeni 20.11.2028 00:20:47
ProdlouZeni 20.11.2028 00:35:46

rodlouZeni 20.11.2028 00:50:54

<= Prodiougeni 20.11.2028 01:05:46

<&, ProdlouZeni 20.11.2028 01:20:48

<= Prodiougeni 20.11.2028 01:35:47

Strana | 1 z14 >
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20.03.2029 00:05:44

20.03.2025 00:20:47

20.03.2025 00:35:45

20.03.2029 00:50:54

20.03.2025 01:05:46

20.03.2025 01:20:48

20.03.2025 01:35:47

Deutsch, Tomas (De...

Deutsch, Tomas (De...

Deutsch, Tomas (De...

Deutsch, Tomas (De...

Deutsch, Tomas (De...

Deutsch, Tomas (De...

Deutsch, Tomas (De...

Potet zdznamd na strance

19.06.2023 15:52:16 420602804486
19.06.2023 15:52:16 420603804486
19.06.2023 15:52:16 420602804486
19.06.2023 15:52:16 420603804486
19.06.2023 15:52:16 420602804486
19.06.2023 15:52:16 420603804486
19.06.2023 15:52:16 420602804486

R Y R Y T e

Opravdu cheete toto prodlouZeni doby uloZeni vratit
Zpét?

420732376204 00:00:32
420732376204 00:00:32
420603861836 00:00:32
420603474232 00:00:33
20T 35G 12 oo
420736540391 00:00:23 Hlas
>
-250d 335
Export

43



RETURNING THE EXTENSION OF PERIOD BACK

_' I _‘ - = & D Q {é} i I_%] @
Dashboard Administration Recordings Requests Security Administration, Reporting Tools & Help , Deutsch ad ),
of users |
- Audit logs
Prolongation report
Telephone number search
Filter Encryption Keylog
Start date ddmmyyyy £ Start time HH 55 Eni Call ime report 1time HH 55
Top 25 subscribers
Registered Original Target Dir e [all] -
participant Number of calls
Start expiry ddmmyyy B End expiry dd.mm Average duration per subscriber
date date
Prolongation report
Reset Filter

Prolongation report - 335 total elements

Prolongation
Prolongation
Prolongation

Prolongation

<= Prolongation

<= Prolongation

<= Prolongation
<

20.11.2028 00:05:44

20.11.2028 00:20:47

20.11.2028 00:35:45

20.11.2028 00:50:54

20.11.2028 01:05:46

20.11.2028 01:20:48

20.11.2028 01:35:47

of 14 > »

20.03.2029 00:05:44

20.03.2025 00:20:47

20.03.2025 00:35:45

20.03.2029 00:50:54

20.03.2025 01:05:46

20.03.2025 01:20:48

20.03.2025 01:35:47

Deutsch, Tomas (De...

Deutsch, Tomas (De...

Deutsch, Tomas (De...

Deutsch, Tomas (De...

Deutsch, Tomas (De...

Deutsch, Tomas (De...

Deutsch, Tomas (De...

Mumber of glements per pags

1

19.06.2023 15:52:16
19.06.2023 15:52:16
19.06.2022 15:52:16
19.06.2023 15:52:16
19.06.2022 15:52:16
19.06.2023 15:52:16

19.06.2022 15:52:16

25 -

420602804488

420603804486

420602804488

420603804486

420602804488

420603804486

420602804488

R Y R Y T e

420732376204 00:00:32
420732376204 00:00:32
420603861836 00:00:32
420603474232 00:00:33
420736477533 00:00:32
420736540391 00:00:23 Voice
>
1-250f335
Export




